
 

 

 

Acceptable Use of IT Policy 

 

Purpose of the policy 

Information Technology (IT) communications are a key part of our work, and so it is crucial 
that both users and the Culture, Health & Wellbeing Alliance (CHWA) adhere to certain 
standards to protect all parties.  

CHWA has a fair and consistent approach to IT use within the organisation. Therefore, this 
policy sets out our rules on email and internet use, and what we would deem to be 
appropriate and inappropriate use. It also covers social media, remote working, use of own 
devices, portable equipment, system security, personal usage, computer viruses and 
monitoring. Within this policy “the internet” includes all websites and associated applications 
such as social networking sites like Facebook, Twitter and LinkedIn etc.  

This policy is non-contractual but sets out our current rules and procedures for IT use, 
although we reserve the right to vary, amend or terminate it at any stage. 

Any breach of this policy by an employee will be treated as a disciplinary issue and managed 
in accordance with our Disciplinary Procedure. 

  

Scope of this policy 

This policy applies to all employees, self-employed contractors, volunteers, casual and agency 
workers (referred to collectively as “users” for the purposes of this policy). The principles of 
this policy also refer to Non-Executive Directors who have access to our email and internet 
facilities and/or who are granted access to our network whilst engaged in work for CHWA. 

 

System security 

Users are responsible for the security of IT equipment they use and must not allow it to be 
used by an unauthorised person. All reasonable precautions must be taken to prevent 
unauthorised access to the data stored on our equipment and on our network.  
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Personal password(s) should be kept confidential and should not be disclosed to anyone not 
authorised to have these. They should not be written down anywhere where they could be 
easily retrieved by someone else, or stored by the computer. Passwords may be changed from 
time to time, especially when someone leaves our employment.  

Users should never use another person's email address or password, nor should they permit 
any other person to transmit, download, copy, forward or store material using their email 
address or password.  

When leaving any IT equipment unattended after logging on, or on leaving the workplace, 
users should ensure they log off systems to prevent unauthorised access.  

CHWA uses MS365 as its primary office system – Staff are required to set up 2-step 
authentication on their account to ensure security on our communications.  

Any printed material should be collected and stored securely and confidentially.  

All users are responsible for ensuring that any information saved onto a local computer (as 
opposed to the network server) is kept secure and confidential.  

Our technology should be used responsibly, and in a way that does not interfere with, disrupt 
or prevent anyone else legitimately using our equipment. Users should ensure they are aware 
which drives they have access/modification rights to and remember this when saving 
confidential data. This is to make certain that the right people are able to view and edit the 
files saved to the system.  

Users should ensure that any personal or special category data processed via our IT systems 
is done so in accordance with our Data Protection Policy which is located at 
https://www.culturehealthandwellbeing.org.uk/policies-procedures.  

Unauthorised access, attempts to access, modify, delete or use data belonging to CHWA or 
programs will be considered a disciplinary matter and potentially a criminal offence under the 
Computer Misuse Act 1990.  

Only software which is properly licensed to CHWA may be used. The licence agreement that 
accompanies software packages should be strictly adhered to. It is illegal to copy software 
without the appropriate licence so users must not take any unauthorised copies of software 
for use within work or outside. Work protected by copyright must not be downloaded, copied 
or sent via the Internet or email.  

On leaving our employment, access to our systems will be immediately withdrawn and 
incoming emails will be diverted to a nominated manager. Any IT equipment loaned to a 
member of staff will be required to be returned prior to the employment ending. 

  

https://www.culturehealthandwellbeing.org.uk/policies-procedures
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Data Protection 

The UK General Data Protection Regulation (GDPR) requires that personal data, including 
special category data, is processed in accordance with the six data protection principles. 
“Processing” includes obtaining personal information, retaining and using it, allowing it to be 
accessed, disclosing it and finally disposing of it. The sixth data protection principle requires 
CHWA to ensure that personal data is protected by appropriate technical and organisational 
measures against unauthorised or unlawful processing or disclosure, and against accidental 
loss, damage or destruction.  

Users have a number of rights in relation to their data, including the right to make a subject 
access request and the right to have data rectified or erased in some circumstances. Further 
details of these rights and how to exercise them are located in the Data Protection Policy 
available at https://www.culturehealthandwellbeing.org.uk/policies-procedures. If users 
believe that CHWA has not complied with their data protection rights, they can complain to 
the Information Commissioner. 

Any individual whose personal data is held by the organisation has the right to make a subject 
access request. This means that, if an individual makes a Subject Access Request, CHWA may 
need to access any portable device issued to the individual by CHWA or any personal device 
they have permission to use in the course of their work with CHWA to retrieve any data that 
is held on it about the individual. Users must allow the organisation to access any such device 
and to carry out a search to find any information about the individual held on the device.  

Email  

Our email facilities are intended to promote effective and speedy communication on work-
related matters. On occasions it will be quicker to action an issue via an online meeting or 
face to face, rather than via protracted email chains and users are expected to decide the 
most appropriate channel of communication. 

Everyone who needs to use email as part of their role will normally be given their own work 
email address and account. We may, at any time, remove email access to any user, should we 
feel that this is no longer necessary for the role or that the system is being abused.  

In some instances emails may be the only contact that a recipient has with CHWA and the 
style, appearance and content of the email will therefore influence the image that is 
portrayed of our organisation. Messages are to be written in accordance with the standard of 
any other form of written communication and the content and language used in the message 
must be professional. No obscene or offensive language should ever be used in emails.  

Emails should be concise and directed only to those on a 'need to know' basis. General 
messages to a wide group should only be used where necessary. When sending emails to 
multiple people, unless all recipients are internal to CHWA, or you have sufficient prior 
consent, you must use the BCC function to ensure that names and email addresses of external 
recipients are not shared with others. 

https://www.culturehealthandwellbeing.org.uk/policies-procedures
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Long email trails should not be sent unless absolutely necessary and messages should only be 
marked as 'urgent' if they warrant immediate action. To avoid adding to email traffic, Staff 
are advised not to use “read receipts” or and request acknowledgement of receipt of an email 
unless absolutely necessary.  

Confidential information must only be sent to authorised person(s) and should not be sent 
externally by email without authority. Such messages should be fully encrypted (or any 
attachments containing confidential information password protected and the password sent 
separately) in accordance with our Data Protection Policy. 

All emails are the property of CHWA and are treated as records of the organisation.  

Emails can form legally binding contracts between CHWA and the recipient. Messages sent 
by email can give rise to legal action against us. Claims of defamation, breach of confidentiality 
or contract could arise from a misuse of the email system. Emails should therefore be treated 
like any other form of correspondence and, where necessary, hard copies retained. 
Statements should not be made in an email which could, intentionally or otherwise, create a 
binding contract or make a negligent statement.  

Emails should not be transmitted, copied or forwarded to third parties without the sender's 
permission.  

Emails, however confidential or damaging, may have to be disclosed to third parties and 
messages are disclosable in any legal action against us that is relevant to the issues set out in 
the email. Even deleted emails may still be recoverable and are regarded as legitimate forms 
of evidence in court.  

Emails should be checked regularly, and anyone who is away from their place of work for a 
reasonable period of time should ensure an appropriate message is sent automatically to 
senders and that emails are dealt with in their absence as appropriate.  

During unplanned leave or prolonged absence, and solely where necessary, we may access 
and/or divert email accounts in order to continue the smooth operation of our organisation.  

Anyone who receives an email message that has been wrongly delivered to their email 
address should notify the sender by returning the message to that person. If the message 
contains personal or special category data, this must not be disclosed or used. Further 
guidance on data breach reporting is available in the Data Protection Policy. 

Should a user send an email containing personal or special category data in error, they should 
notify the Executive Director and refer to the Data Protection Policy for further guidance on 
data breach reporting. 
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The email system should not be used for spreading gossip or nuisance mail, for personal gain 
or in breach of any of our employment policies on issues such as equal opportunities and/or 
harassment or bullying. Discriminatory, derogatory or defamatory emails must never be sent. 
Emails must never be used as a form of communication which could cause harassment or be 
abusive to someone. This also applies to any emails sent from personal equipment to 
colleagues or other contacts of CHWA. If used in this way, an employee may be liable to 
disciplinary action up to and including summary dismissal. 

Users should take care before sending or viewing material which may be of a hurtful, 
suggestive or harassing nature: it is the view of the recipient that determines whether it is 
inappropriate, even if the recipient was not the original addressee.  

Any email sent or received that contravenes this policy should be brought to the attention of 
the Executive Director immediately. If any email is felt to be bullying or harassing in nature, 
the recipient should also check the Harassment & Bullying Policy, available at 
https://www.culturehealthandwellbeing.org.uk/policies-procedures  

CHWA will seek to provide additional assistance to victims by contacting outside agencies who 
will provide specialist advice and support, with the staff member’s permission.  

CHWA will provide additional support to victims of harassment or bullying, until the case is 
resolved. CHWA will ensure a member of staff or Director is available to support victims if 
they so wish; as far as our budget allows, we will also provide access to counselling or coaching 
services by arrangement with the victim.  

 

Internet use 

Utilising the vast amount of data that can be found on the internet can be a useful resource, 
and may be integral to some roles within our organisation. However, having access to the 
internet requires a level of trust and responsibility, as websites visited will record the 
computer system's IP address.  

All users who need to use the internet as part of their role will normally be permitted access. 
We may, at any time, withdraw internet access to any user, should we feel this is no longer 
necessary for the role or that the system is being abused. 

Copyright rules apply to articles on the internet, therefore care should be taken when using 
internet information. If there is any doubt whether material can be used, check with the 
Executive Director.  

 

https://www.culturehealthandwellbeing.org.uk/policies-procedures
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Portable equipment 

Portable equipment includes laptop computers, tablets, mobile phones, smart phones with 
email capability etc. Where a phone or device is provided for work purposes, CHWA will meet 
the rental and standard costs in respect of work.  

It is important to ensure that all portable devices are protected with suitable security in the 
event that they are lost or stolen. All devices that hold or can access CHWA data or 
information, including emails, must be protected with a pin code or equivalent as a minimum 
and preferably a strong password. The device must be capable of locking automatically if an 
incorrect pin or password is entered after several attempts.  

Our back up procedures specific to portable equipment should be followed at all times. 

In order to protect confidential information, unless it is a requirement of the job it is forbidden 
for photographic equipment to be used on our premises, or premises where we deliver our 
services, or when working remotely, without the written permission of the Executive Director.   
This includes smart phones or tablets with camera function, camcorder, tape or other 
recording device for sound or pictures - moving or still.  

Under no circumstances should any meeting or conversation be taped or digitally recorded 
without the permission of all those present. 

Where portable equipment is issued, the user is responsible for the security of the item and 
therefore required to take care of the property and ensure it is secure at all times. Users must 
also ensure that the device is kept in good condition at all times, and that it is charged and 
available for use during working hours. 

If an item of portable equipment is stolen, lost or damaged the user should contact the 
Executive Director immediately to report it so that steps can be taken to disconnect the 
equipment as appropriate. Where the equipment has been stolen, the theft must be reported 
to the police to obtain a crime number. 

In accordance with legal requirements, portable devices must not be used whilst driving.  

All portable equipment issued by CHWA remains our property and may be withdrawn or 
replaced at any time. Portable equipment (including any associated equipment e.g. 
earphones, chargers etc) issued by us should be returned to the Executive Director on 
termination of employment, or at any time on request from the manager. Users will not be 
allowed to take the mobile phone number with them as the number will remain part of the 
contract with our service provider. 

 



Page 7 of 11 

 

Personal use of our IT systems 

Reasonable personal use of the internet, including accessing personal email accounts, during 
non-working time is acceptable as long as the sites are considered appropriate and it has been 
agreed in advance with the line manager.  

Our systems must not be used for any of the following (this list is not exhaustive but indicates 
the sort of usage we would consider to be unacceptable and which may lead to disciplinary 
action, including dismissal as a possible outcome):  

● loading, sending or viewing of pornographic material, suggestive, obscene or 
offensive material or non-licenced material 

● gambling 
● storing large personal files, such as photographs, videos and music which interfere 

with the running of the organisation 
● games of any kind 
● promoting non-work related religious, charitable or political material with the 

intention to solicit (unless authorised) 
● generating business in direct competition with CHWA  
● sending or participating in junk mail, spam mail or chain letters.  

 

Telephones  

CHWA does not provide telephones for work use. Staff personal numbers are held by CHWA 
for use in emergencies only.  

Other than in emergencies, anyone who is provided with a telephone for work purposes (desk 
phone, mobile phone or Smart phone) should use the phone for work telephone calls only. 
Where a work phone is used for private calls, we may require the cost of the call(s) to be 
reimbursed.  

Texts or instant messages should not be used to spread gossip or breach of any of our 
employment policies. Sending unwanted, abusive, potentially discriminatory or defamatory 
text or instant messages can constitute harassment and will be treated as a serious 
disciplinary issue. Anyone who receives a text or instant message that contravenes this policy 
should make their manager aware of it immediately. 

Abuse of our telephone provisions may result in disciplinary action in accordance with our 
Disciplinary Procedure. 
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Monitoring 

Monitoring of a user’s email and/or internet use (including use of social media during work 
time) may be conducted. Monitoring is in the organisation's legitimate interests and is to 
ensure that this policy is being complied with. 

The information gathered through monitoring will be retained only long enough for any 
breach of this policy to come to light and for any investigation to be conducted.  

Information obtained through monitoring will not be disclosed to third parties (unless the 
organisation is under a duty to report matters to a regulatory authority or to a law 
enforcement agency). 

 

Computer viruses 

Unknown files or messages must never be introduced into our system without first being 
checked for viruses. ALL incoming material should be checked for viruses, whether loaded 
manually (e.g. from CDs or memory sticks) or transmitted from an external source such as the 
Internet.  

Any problems relating to viruses should be reported immediately to the Executive Director.  

Emails from unknown sources are normal for this organisation but should be treated with 
caution. Be particularly careful about opening attachments on emails. Do not respond to 'junk 
mail' or send out mass warnings re new email viruses. Also do not forward or respond to chain 
letter-type mail. Should any attachment produce strange or unexpected results, users should 
contact the Executive Director immediately. 

 

Remote working 

When working away from the normal place of work (e.g. travelling, working from home or at 
a different venue) there are increased IT security measures that should be adhered to:  

● if logging into our systems remotely, using equipment that does not belong to us, users 
should ensure they do not save the password and that they log out at the end of the 
session 

● check the location and direction of the computer screen to ensure confidential 
information is out of view 

● ensure that data printed is collected and stored securely 
● ensure that files are password protected and data saved to our system when 

accessible 
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● any equipment used when remote working should not be left unattended if taken off 
the premises, e.g. it should not be left in parked vehicles or unattended at other 
premises 

● use of paid for Wi-Fi access, for example at hotels or cafes, should be carefully 
monitored and restricted to essential business use.  

 

Use of own devices 

We appreciate that some users may wish to use their own mobile/smart phones, tablets, 
laptops etc to access our servers, private clouds etc for work purposes including, but not 
limited to, reading their emails and accessing documents stored on our shared drive. Any such 
use of own devices will be at the discretion of the Executive Director but consent for standard 
systems will normally be permitted. 

However, the same precautions apply to personal devices as to work devices. Also, calls made 
to external parties must be made on our phone numbers in order to ensure that only these 
numbers are used and/or stored by the recipient, rather than personal numbers. Users are 
not permitted to give their personal phone numbers to clients. 

If the device supports both work and personal profiles, the work profile must always be used 
for work related purposes; where friends or family use the device users must ensure that 
work related data cannot be accessed. 

Users who use their own device must ensure they use a pin code or password to protect the 
device from being accessed. The device must be capable of locking automatically if an 
incorrect pin or password is entered after several attempts.  

In addition users must: 

● use encryption software on their devices to store personal data securely 
● ensure that if they transfer data (either via email or other means) they do so via 

encryption 
● assess the security of any Wi-Fi connection and unsecured Wi-Fi networks should not 

be used 
● not download unverified or untrusted apps that may pose a threat to the security of 

the information held on their device(s) 
● not use CHWA’s information for any purpose other than their work 
● make sure that any software they use is genuine software installed under appropriate 

license agreement 
● report the loss or theft of a device used for work related activities to the Data 

Controller / Data Protection Officer immediately 
● report data breaches that they become aware of in accordance with the Data 

Protection Policy.  
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Users must take responsibility for understanding how their own device(s) work if they are 
accessing our servers/services via their own equipment. Risks to the user’s personal device(s) 
include data loss as a result of an operating system crash, bugs and viruses, software or 
hardware failure and programming errors rendering a device inoperable. Users are personally 
liable for their own device(s) and for any costs incurred as a result of the above. 

Users must ensure that their personal device is subject to mobile-device management – if 
stolen, lost, upgraded, recycled or sold, all CHWA data can be deleted on demand. 

Users must not retain any personal data for longer than necessary for the purpose for which 
it is being processed. Users must ensure that if they delete information it is permanently 
deleted. 

Personal devices with cameras must not be used for taking photos or videos of colleagues 
unless explicit permission has been provided by the individual(s) once the potential use of 
images has been made clear.  

Users who use their own mobile/smart phone for essential work calls may claim the cost of 
such calls back through our usual expenses procedure. 

If a user is no longer employed or engaged by CHWA, they must delete all work-related 
personal data on their own device prior to their last day with CHWA. 

 

Social media  

Use of Social Media is covered in a separate Policy for Social Media, which will be available at 
https://www.culturehealthandwellbeing.org.uk/policies-procedures once it has been 
approved by the Board. While this is in development, it’s important to note that social media 
blurs the line between personal and professional and it is easy to make a simple mistake that 
could lead to an individual undermining the credibility of themselves, their colleagues and/or 
CHWA. Care should therefore be taken when using social media sites at any time, either via 
our systems for work purposes, or from home. Users are reminded that they should not rely 
on the social media website’s privacy settings, as comments or posts can be copied and 
forwarded onto others without the individual’s permission. 

 

Implementation, monitoring and review of this policy 

CHWA shall review this policy, its implementation and effectiveness every two years. The 

views of all employees and volunteers may be sought and reflected in the review process. 

Any new or updated legislation will be considered and reflected in future versions. 

This policy was approved and agreed by the Board of Directors on the date shown below.  

https://www.culturehealthandwellbeing.org.uk/policies-procedures


Page 11 of 11 

 

 

Signed:     

Name (please print): Matt Walsh 

Position:   Co-Chair of Board of Directors   

Date:    3 October 2025 

Review dates:   Every two years from the date above 

Organisation name:  Culture, Health & Wellbeing Alliance CIC   

Company Number:  12359172 
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